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Policy

Identity Theft
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b.  

c.  

d.  

e.  
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330.1 PURPOSE AND SCOPE

Identity theft is a growing trend that frequently involves related crimes in multiple jurisdictions. This policy

is intended to provide guidelines for the reporting and investigation of such crimes.

330.2 REPORTING

To maintain uniformity in reporting, officers shall initiate a report for victims residing within the

jurisdiction of this department when the crime occurred. For incidents of identity theft occurring

outside this jurisdiction, officers should observe the following:

For any victim not residing within this jurisdiction, the officer may either take a courtesy report

to be forwarded to the victim's residence agency or the victim should be encouraged to

promptly report the identity theft to the law enforcement agency where he/she resides (CRS

§ 16-5-103(4)).

While the crime of identity theft should be reported to the law enforcement agency where the victim

resides, officers of this department should investigate and report crimes occurring within this

jurisdiction that have resulted from the original identity theft (e.g., the identity theft occurred

elsewhere, but the fraud, usage of services or receipt of goods were acquired or occurred in this

jurisdiction).

Officers should include all known incidents of fraudulent activity (e.g., credit card number applied for

in victim's name when the victim has never made such an application).

Officers should also cross-reference all known reports made by the victim (e.g., U.S. Secret

Service, credit reporting bureaus, U.S. Postal Service and Department of Motor Vehicles) with all

known report numbers.

The reporting officer should inform victims of identity theft that an Order of Factual Innocence is

available to help those who are wrongly linked to crimes (CRS § 16-5-103(2)(b)). A court may order

identifying information contained in criminal justice records to show that the information is not

accurate and does not reflect the perpetrator's identity because of identity theft. Information can be

obtained by contacting the Department of Revenue.

Following supervisory review and Department processing, the initial report should be forwarded to

the appropriate investigator for follow-up investigation, coordination with other agencies and

prosecution as circumstances dictate.

330.3 PREVENTIVE MEASURES

The victim should be advised to place a security freeze on his/her consumer report, as allowed by law. A

victim may also access additional information on the official Colorado state government website.
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Identity Theft

330.4 INFORMATION

The victim should be encouraged to contact the Federal Trade Commission (FTC), which is responsible

for receiving and processing complaints under the Identity Theft and Assumption Deterrence Act. The

victim can find FTC contact information online through its official website. Additional information may be

found at the U.S. Department of Justice and/or FBI websites.
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